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EUROPEAN CYBERSECURITY:
How will it affect you?

T

he European General Data Protection Regulation (GDPR) is a hot topic
in information technology, and it’s highly relevant for CPAs and other
financial professionals. This article outlines three reasons why a European
regulation matters here in the U.S.—and how GDPR fits in with other
cybersecurity frameworks, including National Institute of Standards and Technology
(NIST) and the new American Institute of CPAs (AICPA) reporting standards.
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Adopted by the European Union (EU) Council and Parliament in April 2016,
GDPR replaces 1990s-era regulations with rules consistent with the rise of cloud
computing—and the vastly greater quantities and subtleties of data now collected.
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GDPR is already the legal standard, though enforcement
won’t begin until May 25 of this year.
The approaching deadline has meant a big scramble for
European companies and for non-European companies who
store or process personal information of residents in the EU.
U.S. companies with a physical presence in the EU are directly
affected. But even those without a physical presence should be
paying attention, as the EU claims rights under international
law to levy hefty fines (up to 4 percent of global revenues) on
any company that processes personal data of its residents.
Here in the U.S., GDPR compliance is a major focus for
cloud computing providers. Microsoft, for example, has added
a compliance manager tool to Office 365 to help its customers
demonstrate compliance with the new rules—which are an
order of magnitude more stringent than anything that’s come
before. To take just one example, GDPR requires deletion of
personal data upon a person’s request. How many companies
are actually prepared to effectively delete records upon request?
The data-identification and technical demands require a whole
new level of privacy orientation.
For companies that don’t directly serve European
customers, GDPR is still relevant and important. Here are
three reasons why:
1. The need for large companies to comply with GDPR
is prompting them to require certifications from other
companies in their supply chains.
2. As a set of rules, GDPR foreshadows what we may
see in the U.S.—either from Congress or regulators or
through intensifying market-based standards.
3. The GDPR standards for privacy and security are
simply good business practice.
Let’s look at each of these points in turn.

GDPR and supply chains
Although GDPR is one of the biggest topics in technology
news, too many companies have failed to understand its
relevance to them. Let’s say an organization has no physical
presence in Europe and doesn’t handle personal data of
European customers. (This could apply to an accounting
practice or a client of that practice.) The impacts of
GDPR may arrive sooner and more powerfully than these
organizations expect, in the form of supply chain certifications.
Our firm, for example, is a vendor-partner to Microsoft. As part
of Microsoft’s intensive effort to certify its own compliance with
GDPR regulations, we received a 76-question document requiring
formal attestation regarding how we handle personal data.
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“Although GDPR is one of the
biggest topics in technology
news, too many companies
have failed to understand its
relevance to them.”
The questions are based on a new reporting guide from
the AICPA, which addresses cybersecurity in a supply chain/
vendor risk management context. (This new AICPA guide
follows last year’s publication of new AICPA reporting
standards at the entity level; see pg. 36.)
Based on our experience supporting clients’ progress in
data security, we are certain that most Wisconsin businesses
in all industries will struggle when faced with supply
chain certifications as intensive as these—and they are
likely to come, not just from tech companies but also from
multinationals as a normal part of doing business.

GDPR foreshadows U.S. developments
to come
Many of the considerations addressed in GDPR will likely
be embraced by U.S. regulators. Indeed, Facebook’s Mark
Zuckerberg was recently called before Congress to address a
number of privacy considerations currently almost absent from
U.S. government regulation.
Right now, the best-known cybersecurity framework in the
U.S. comes from the NIST, which is part of the U.S. Department
of Commerce. The NIST Cybersecurity Framework (CSF) is
not a technical standard but rather a holistic risk management
tool. Gartner Research and other observers have identified the
CSF as the most mature framework. Its use is growing rapidly,
with projected use by 50 percent of U.S. organizations by 2020.
The NIST CSF provides organizations with a useful tool to
evaluate their maturity on a wide range of security and privacy
topics. However, it doesn’t go as far as the European GDPR
in addressing topics relevant for this age of cloud computing
and devices that have turned nontech companies into tech
companies. (Consider the personal data collected by a smart
thermostat, for example.)
Future revisions of the NIST CSF may start to look more
and more like GDPR. It could one day form the basis for a
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5. Limiting the storage of personal data, ensuring that
personal data is retained only as long as necessary to
achieve the purposes for which the data was collected.

compulsory, regulatory-driven approach to privacy standards
in the U.S. Or perhaps U.S. regulators might adopt something
along the lines of GDPR itself. That’s not known. What is
known is that things aren’t standing still at the industry level.
Two examples stand out. First, the Payment Card Industry
(PCI) Data Security Standard, which focuses on controls for
handling credit card data: Merchants who accept credit cards
must comply with PCI standards or risk fines and/or higher
merchant fee percentages.
The second example is the AICPA’s new reporting standards.
Published last year, this framework for management reporting
on cybersecurity controls—and auditors’ formal examination
and reporting on those controls—has the potential to provide a
market-based, versus regulatory-based, solution to what we see as
a desperate need for solid cybersecurity standards here in the U.S.
As boards and audit committees at large corporations
prompt System and Organization Controls-level cybersecurity
examinations, the higher standards will necessarily flow out
through those companies’ supply chains in like manner to the
GDPR impacts noted above.

GDPR as good business practice
The third reason financial leaders should look to Europe to
prompt their action now is that GDPR embodies good business
practice. Here are its six guiding principles:
1. Transparency, fairness and lawfulness in the handling and
use of personal data.

6. Ensuring security, integrity and confidentiality of
personal data.
Eventually, one way or another principles along these lines
will become standardized here in the U.S. As the AICPA put
it last year regarding its work on frameworks, “… we recognize
that cybersecurity is not just an IT problem; it’s an enterprise
risk management problem that requires a global solution.” 1 That
global solution is best addressed through clear principles. Those
principles are available now for U.S. companies that recognize
the importance of not falling behind.

Conclusion
The accounting profession is entrusted with highly sensitive,
personally identifiable information. Consequently, accounting
firms are natural targets for hackers seeking to expose sensitive
data. GDPR demands a level of privacy protections that help
keep firms and their clients safe and, therefore, serves as a useful
model even for companies not directly affected.
Expect, too, to see clients impacted by GDPR through
supply chain certifications. Work done now toward these privacy
standards puts organizations in a better position for cybersecurity
examinations under the new AICPA standards or in preparation
for any new regulations that may emerge in the U.S.
1

“Cybersecurity risk management reporting fact sheet,” AICPA, April 2017.

2. Limiting the processing of personal data to specified,
explicit and legitimate purposes.
3. Minimizing the collection and storage of personal
data to that which is adequate and relevant for the
intended purpose.
4. Ensuring the accuracy of personal data and enabling
it to be erased or rectified.
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